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Automated Role-Based Provisioning

It takes weeks to get a new employee setup and fully operational.
The VP just hired a team of contractors that must be online by Monday.

Your IT staff is spending half its time dealing with user provisioning issues.

Sound familiar? Avatier Account Creator™ solves these problems by
centralizing user provisioning based on approved role definitions -- ensuring
fast, efficient provisioning and compliance with regulatory security
requirements. Utilizing provisioning templates that define all of the properties
associated with a role, a delegated administrator can set up new users
across multiple systems with just a few mouse clicks.

For completely automated provisioning, Account Creator’'s Human Resources
Feed interface establishes user accounts as new employees are added to
the corporate HR system. Since the HR system is considered an
authoritative source, no further approvals are necessary. When an employee
is hired, Account Creator detects the addition and associates the job title,
position code, or any other HR field with a provisioning template, ensuring
that the employee is ready to begin work before reaching his desk.

Like all modules included in the Avatier Identity Management Suite™ (AIMS),
Account Creator deploys in hours without programming. Its integrated
directory architecture requires no additional database or directory to install
and manage. All configuration tasks are performed via a simple, web GUI.
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Account Creator’s Human Resources Feed interface automatically provisions new users
when they are added to the corporate HR system.

Integrated Identity Management

Avatier Account Creator integrates with Avatier Identity Enforcer™ and
Avatier Account Terminator™ to automate all user provisioning and de-
provisioning tasks. Once Account Creator has established a user’s initial
role(s), Identity Enforcer enables the user (or his manager) to customize his
identity via self-service provisioning requests with dynamically generated
approval work flow. Account Terminator automatically de-provisions users
based on changes in the HR database or administrative action.

Account Creator also integrates with Password Station™, Aviater's market
leading self-service password reset and synchronization solution. Newly
provisioned users can be automatically enrolled, providing immediate cost
savings and client service benefits.

Strategic Benefits

Increase Business Efficiency

Free IT resources and increase provisioning accuracy with single
solution for cross-platform provisioning. HR-driven operation
requires no administrator intervention. Point and click interface
integrates with any HR system.

Enhance Information Access
Accelerate new employee productivity with Day 1 provisioning of
critical application access.

Facilitate Security Compliance

Assign approved roles to ensure privileges are granted per
corporate policies and external regulations such as SOX, GLB,
HIPAA, etc. Comprehensive logging, alerting and reporting
(scheduled and upon request) provide required audit trails.

Lower TCO
Utilize existing directories and deploy without programming for
industry’s lowest implementation and operating costs.

Key Features

Cross-Platform Integration

Utilizes core AIMS services and connectors to provide
out-of-the-box provisioning of more than 30 common operating
systems, directories, databases, applications, as well as any in-
house custom application, without scripting or development.

Role-Based Provisioning Model

Accounts are created based on approved role templates that define
privileges and naming conventions. Templates are administrator
defined or discovered from existing user roles using Account
Creator’s clone user feature.

HR-Driven Operation

Integrates with any database to automatically execute provisioning
operations based on updates to employee records. Pre-configured
modules are available for leading commercial HR systems.

Home Directory, Home Share, and Mailbox Management
Provides administrator control of directory and mailbox properties.

Comprehensive Logging and Reporting

All transactions are logged to provide a complete audit trail.
Real-time and scheduled reports are available to support
operations, management and auditing.

Web-based User Interface

All tasks are performed via an easy-to-navigate web User Interface.
No programming is required. Consistent data, and saving
administrative resources.
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Platforms Supported

Password synchronization, real-time account status,
account termination, and employee provisioning are
natively supported on the following platforms
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7% | Microsoft Windows NT/AD

4.0, 2000, 2003

. | Microsoft Windows Server

4.0, 2000, XP, 2003

Sun Solaris

2.6 and above

HP/UX

11 and above

IBM AIX

4.3 and above

Redhat Linux

7.1 and above

z/OS (IBM 0S/390)

V2R8 and above

Series (IBM AS/400)

V4R5 and above

Digital VMS

7.3-1 and above

Tru64

RSA SecurlD ACE/Server

5.1 and above

5.2 and above

Sun Java System Directory

4.2 and above

Novell NDS

4.01 and above

Novell eDirectory

8.6 and above

i Oracle Internet Directory

All Versions

A | Microsoft ADAM

All Versions

BM Directory Server

a .| Microsoft SQL Server

5.2 and above

7.0 and above

I4
Oracle

8.x and above

12.x and above

6.x, 7.x, and 8.1

PostgreSQL

6.2 and above

MySQL

cations

IBM Lotus Notes

5.x and above

R4 and above
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Oracle E-Business Suite

8.x and above

PeopleSoft

8.x and above

SAP

4.5B and above

Infinium HCM

all versions

.| Agilysys LMS/MMS

all versions

Aristocrat

all versions

Infogenesis

all versions

Bally Technologies CMS

all versions

invent v

Minimum Requirements

Hardware

AIMS Administration Server:

e 400 MHz CPU speed or higher

e 256 MB RAM

® 100 MB for program files and auditing database

¢ Monitor capable of displaying 16-bit color or greater and
a resolution of 1024 x 768 or higher

Software

AIMS Administration Server:

e Microsoft XP Professional, Windows 2000 Server, Windows 2003 Server -
Standard Edition. When managing either a Microsoft Windows NT or
Active Directory domain, we recommend making the AIMS Administration
Server a member in at least one of the managed domains.

Not intended for Microsoft Windows 2003 - Web Edition or domain controllers
Microsoft Internet Information Server (lIS) 5.0 or later

Microsoft SQL Server (optional)

Microsoft Data Access Control (MDAC) 2.8 or later

Microsoft .NET Framework 1.1 extensions necessary

Primary User Directory Store:

e Microsoft Active Directory

o Microsoft Active Directory Application Mode (ADAM)

o Novell eDirectory

e Sun Java System Directory Server

(Formerly Sun One Directory Server and iPlanet Directory Server)
IBM Directory Server

e Oracle Internet Directory

o Any LDAP Server

Web Clients:

o Microsoft Internet Explorer 5.5 or later
o Firefox 1.0 and later

o Safari 1.0 or later

Languages Supported Contact

Arabic T Wor!dwide Heafldquarters
: L . Avatier Corporation

Chinese (Simplified) aliEn 12647 Alcosta BIvd, Suite 140

Chinese (Traditional) Japanese San Ramon. CA 94’583

Czech Korean

Dutch (Netherlands) Polish 925-217-5170 main

English Portuguese (Brazil) 025-275-0853 fax

French Portuguese 800-609-8610 sales

French (Canadian) Russian

German Slovak info@avatier.com

www.avatier.com

Hindi Spanish )
www.passwordstation.net
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