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Introduction
Crossing the Infrastructure Chasm
Recent statistics from IDC show that more than 80% of the Fortune 500 currently find themselves fighting an uphill battle when it comes to Windows 2000 migration and adoption.
  While the administrative benefits of Windows 2000 remain attractive, pressure to contain costs and minimize disruption to line of business activities continue to restrict the scope of new technology projects.
In the same study, global IT organizations expressed an overwhelming interest in two of the primary benefits offered in Windows 2000: Improved security and streamlined administration.  With Trusted Enterprise Manager (TEM), Avatier offers a compelling solution for the real world challenges of IT organizations.  Offering enhanced security, streamlined administration, and integrated migration capabilities TEM delivers a substantial technology enhancement and a tangible, immediate return on investment
Security Made Easy
Trusted Enterprise Manager is designed to empower organizations to:

· Put administrative authority in the hands of the people who need it
· Streamline IT processes and reduce human error
· Increase Security

TEM accomplishes this by providing integrated role based administration with an enterprise strength delegation model. 

Despite its advanced functionality, the implementation and deployment costs of Trusted Enterprise Manager are among the lowest in the industry.  Once deployed, TEM applies a system of templates and roles to allow administrators to easily define streamlined reproducible processes, reducing the time it takes to perform daily account management by as much as 97%
.  This reduction in IT overhead translates into faster response for end users and an overall increase in business productivity.  This task automation also significantly reduces the frequency of human errors in the account management process, providing incremental security gains.  Additionally, because TEM can typically be deployed in less than one day, the tangible ROI as measured through customer case studies is significantly greater than other products in the Security software sector.
 

Functionality

TEM allows administrators to more efficiently and securely manage their environment through delegation, role based management, and seamless integration of accounts across a range of Microsoft systems.

Delegation
Trusted Enterprise Manager allows organizations to securely delegate user management rights with more granularity than legacy Windows platforms without the level of complexity introduced with Active Directory.  With it’s system of user roles and templates, TEM provides industry leading functionality with respect to granularity, security, and ease of use.
1. Consolidated User Management 
Create a single management interface for users in multiple domains, sites, or system versions.  Allow administrators to seamlessly view, report on, and manage users in Windows NT 4 and Active Directory whether the environments are integrated or not.  
  

2. Granular Security
TEM allows IT organizations to securely delegate authority to administrators for a group or groups of users.  Select from individual management rights, or assign custom role based permissions for maximum flexibility and efficiency.  Because TEM’s delegation is based on the managed users group memberships,  organizational changes are automatically reflected in the management rights.
  

3. Rich Auditing
All actions performed in TEM are logged and filtered by Avatiers industry leading auditing engine.  Explore the actions performed on a given user object or view all the administrative actions taken by a particular administrator. Rich sorting, filtering, and searching capabilities are provided.
Additional Features
In addition to powerful delegation, consolidated user management, and integrated auditing, TEM significantly improves manageability and administration of Windows Networks.  Key features include:
· Active Directory Mimic – This unique functionality allows administrators to model an Active directory environment within an NT4 Domain for simplified migration and seamless management in mixed NT4 and W2K environments.  Assign Active Directory properties to Windows NT4 users, or simply apply Microsoft Exchange properties to NT user accounts for improved ease of management.
· Drag and Drop Migration – Move users from NT4 to W2K in a single click with automated drag and drop migration.  Create one set of templates to move thousands of users saving time and increasing employee productivity and system availability through more efficient operations..
· Wild Card Delegation – Simplify your architecture without sacrificing security by delegating administration across sites, OU’s and groups based on any user property.
· Full Exchange Support– Full Microsoft Exchange directory integration allows administrators to manage a user’s security and groupware properties from a single integrated interface.  
· Increased User Visibility – TEM’s unique “Details View” provides administrators with unprecedented visibility into user properties and statistics.  Combined with TEM’s built in reporting engine, Administrators can quickly filter, sort, and save custom views of their user base, quickly identifying security risks or support issues.

· Improved Administrative Interface – A more flexible interface combined with a powerful system of role based automation and templates allows administrators to reduce daily administrative tasks by a factor of up to 30:1.  TEM’s unique details view allows administrators to use information stored in the NT SAM, Active Directory, and Microsoft Exchange directory to sort, filter, and manage accounts based on extended properties.
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Installation and Configuration
Trusted Enterprise Manager can typically be installed and configured in a single day.   The product consists of the following components which can be installed on a single machine, or distributed throughout the enterprise for fault tolerance and improved performance.  These components are: 
· Windows 9x/NT/2000/XP/.NET Console  The console is an easy-to-use graphical user interface program that displays domains, groups, users, and computers as icons within a familiar Microsoft Explorer-type tree view.  The console also features the first tri-pane architecture almost eliminating the need for double-clicking on objects in order to manage them.  The console is used in two ways:  1) to centrally delegate control of network objects to specific users in the enterprise.  2) to add, remove, and manage network objects as fast and efficient as business demands.

· DOS Command-Line Interface  The command-line interface is an optional program that, like the console, allows users to: 1) to centrally delegate control of network objects to specific users in the enterprise.  2) to add, remove, and manage network objects as fast and efficient as business demands.  It leverages a familiar NET syntax that every trained Microsoft Certified Professional Engineer has learned thereby virtually eliminating the need for additional training.

· Directory Shadow Repository Server. The repository server is a Microsoft SQL Server database that stores all network operating system, back-office application, and hardware objects, as well as, permission data that is collected.  The repository server combines network object data with business critical information and allows for unlimited custom security and business reporting.  All administration can occur from within our reporting engine, and for the first time information technology personnel can begin to manage their network based on their specific business needs.  Additionally, the repository server is responsible for distributing, updating, and removing the agents to/from the correct computers as well as collecting the data produced from each agent.

· Management Server.  The management server is a program that manages delegated requests from the console.  The management server sends delegated requests to the appropriate authority on the network responsible for accomplishing that request.  As requests are successfully completed, the management server writes the success to an audit log and also updates the repository server.

· TEM Robot  The agent is a small transparent self-deploying and self-updating Windows NT/2000 program that collects and writes specific data to a file, then compresses the file, and finally goes into a sleep mode.  The agents do not communicate on the network, nor do they have a graphical user interface, nor do they require computers to be rebooted, nor do they require service packs of any kind.
Requirements
TEM Management & Repository Server requires an Intel based Windows NT 4 or Windows 2000 Server.  The Repository communicates to a SQL 7.0 or higher.  The product ships with a runtime version of MS SQL 2000.  Recommended specifications are 1GHz processor or better, and 1GB of RAM or more.
TEM Console: Windows 9x, Windows NT 4, or Windows 2000 Server with a 200 MHz processor and 256 MB of RAM.

Planning

Trusted Enterprise Manager should be typically be deployed according to the distribution and functions of administrative personnel.  In most cases, a single machine can be configured to run TEM Server and TEM Robot, with copies of the TEM Console distributed as appropriate to the administrator population. Because end-users do not interact with TEM in any way, the typical load balancing and distribution required by meta-directories need not be applied.
For highly distributed environments where administrators or large, independent user domains are spread across low bandwidth connections, architects should consider installing one or more instances of the TEM Robot in each well networked site.  More information on TEM architecture and planning can be obtained through Avatier’s technical services team.

Configuration

Once all TEM components have been installed and the TEM Robot service has been started, TEM will automatically compile a complete, aggregated list of user accounts in one or more Domains and/or Directories.  The TEM Administrator can now begin creating administrative roles and assigning user management permissions to these roles as appropriate.  Because TEM assigns management permissions by Global Groups, most commonly used to aggregated functional groups of user accounts, most organizations spend only a few hours completing a TEM configuration.  Once the management rights have been assigned, TEM users (delegated administrators) can open their console and begin managing the group of users to which they have been delegated authority.  
Architecture

TEM has been architected for maximum scalability and flexibility.  Leveraging Microsoft’s native interfaces for security management and industry leading encryption and authentication technologies, TEM offers true, enterprise strength security and administration.
TEM’s unique account aggregation approach to account lifecycle management delivers most of the benefits of a meta directory system at a small fraction of the cost of typical meta directory systems.  By leveraging advanced an advanced, dynamic data structure TEM quickly consolidates users across domains, versions, and systems, seamlessly interleaving user properties for ease of management and migration.  

Scalability & Fault Tolerance
Because TEM extends management functionality without replacing the existing windows secure account storage or authentication infrastructure, TEM can easily be scaled to the logical limits of the Active Directory and beyond.  TEM’s robust data model which runs on SQL 7 and above, can be scaled to well over 10 million objects on a single server.  Using SQL Servers native clustering and fault tolerance capabilities provide virtually unlimited scalability for the extended enterprise.

At the heart of the TEM model is the intelligent agent architecture of the TEM Robot.  By installing multiple instances of the TEM Robot, organizations can create a high performance, fault tolerant infrastructure.  Because the TEM Robot is flexible enough to connect to multiple directories to make changes and acquire updates in real time, organizations can optimize a TEM configuration to meet the needs of any administrative architecture across a wide range of network and operating system configurations.

[image: image4.wmf]
Core Technology/Standards
Avatier has achieved seamless integration across a range of infrastructures by embracing leading industry standards for authentication; encryption, application integration, and data interchange which maximizes security. 

Avatier’s core services running on the Windows platform leverage Microsoft native APIs.  All security information is securely stored in the SAM database or Active Directory, and extended properties are appended by the TEM Repository server without any schema modification or extension.
Native Microsoft Windows NT/Active Directory Implementation

Trusted Enterprise Manager uses standard Microsoft technology such as Microsoft’s SQL Server as our data repository, Active Directory Services Interface (ADSI) to collect information, Microsoft Data Access Components to make information available to the clients and Microsoft’s new .NET initiative.  As a result, Trusted Enterprise Manager looks feels and operates the same as do Microsoft products.  Our use of widely accepted Microsoft standards also makes our products easy to install in minutes, customize, and implement in minutes, not days or weeks without any changes to a customer’s existing IT environment.  We intend to continue to support and adopt new Microsoft technology as it is made available.
Open Architecture that Easily Scales to Accommodate Growth

Trusted Enterprise Manager advanced architecture easily scales to accommodate growth as businesses increase number of Windows NT/AD users, group, and other objects a deployed in their highly complex computing environment.  TEM’s design includes the ability to install multiple Management and Repository Servers throughout their geographically disbursed environment.  Additionally, the architecture automatically deploys intelligent management agents that continue to collect operating system and back-office application data regardless of the status of the network connection.  TEM also offers information technology professionals the ability to work from a highly intuitive, robust, and flexible Windows console to manage, audit, and report on their entire diverse and complex enterprise of back-office applications.
Roadmap
Over the next 18 months, Avatier will be leveraging the Industry leading management functionality that is available today in TEM into a variety of Network Operating Systems, Directories, Groupware and other Enterprise Applications.  This cross-platform extension will be accelerated through a convergence of TEM and Password Station.NET, a cross platform password management product from Avatier.  Through integration with Password Station.NET, key features including account provisioning, migration, and auditing will be available for UNIX systems, LDAP directories, and a range of other XML and SOAP compatible systems.  Supported systems include:
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The resulting, merged Avatier product, currently known as 1TouchAdmin is scheduled for availability in the fourth quarter of 2003.  Key 1TouchAdmin features include:

· Self service account provisioning

· Self service account management

· Self service password reset

· Enterprise web-based account and group membership reporting

· Enterprise account auditing

Enterprise Password Reset

Avatier has an aggressive schedule to expand Password Station.NET self-service password reset, password synchronization, and account unlock to multiple additional platforms.  In Q1 2003, Avatier will be adding support for IBM’s mainframe and AS/400 markets as well as several application vendors including:

· Oracle

· PeopleSoft

· SAP

· BAAN
Security Reporting
Avatier will merge the advanced SQL data repository of Trusted Enterprise Manager with the web interface and cross-platform technologies that power Password Station.NET.  This convergence will result in an enterprise web-based security reporting solution.
Account Provisioning
Avatier’s cross platform policy management API will be extended to deliver rules-based provisioning for enterprise networks.
This functionality will allow IT administrators to create user profile templates that span multiple systems and applications, and thus automate the creation of individual or multiple accounts.
Account Management
By extending Avatier’s integrated architecture and core services, OneTouchAdmin will deliver streamlined security management of the entire employee lifecycle.  Avatier will bring together provisioning, ongoing security management, and de-provisioning with all of the benefits of the advanced architecture and powerful set of core services.
Conclusion

Avatier’s goal is to improve overall enterprise security while reducing the costs associated with secure systems.  TEM delivers industry leading functionality with unprecedented ease of installation, integration and management, and a nearly immediate ROI.

For Improved Security TEM provides:

· Granular permissions for administration, reducing unnecessary privilege across the IT department
· A reduction in user management errors through automation of routine costs
· Improved auditing and reporting on users and administrators alike
For Improved productivity TEM provides:
· Rule and role based administration and task automation

· Template based drag and drop migration

· Consolidation of accounts from multiple domains and directories

Looking forward, we can expect economic, political, and social trends to continue to demand that IT organizations deliver increased security across a range of progressively more complex systems, with fewer resources.  Avatier is committed to providing technology that rises to these challenges, exceeds our customers’ expectations, and improves both IT efficiency and line-of-business productivity. 
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